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# more /boot/grub/grub.conf

title CentOS (2.6.18-8.1.14.el5 tomoyo 1.5.1)
root (hdO, 0)
kernel /vmlinuz-2.6.18-8.1.14.el5 tomoyo 1.5.1
ro root=/dev/VolGroup00/LogVol00 rhgb quiet
initrd /initrd-2.6.18-8.1.14.el5 tomoyo 1.5.1.img
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init policy.sh --file-only-profile

# /usr/lib/ccs/init_policy.sh --file-only-profile
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# setprofile -r 1 '<kernel> /usr/sbin/sshd /bin/bash'

1 <kernel> /sbin/mingetty /bin/login /bin/bash
1 <kernel> /sbin/mingetty /bin/login /bin/bash /bin/egrep
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# tail /etc/passwd
squid:x:23:23::/var/spool/squid:/sbin/nologin
named:x:25:25:Named: /var/named:/sbin/nologin
yuya:x:500:500::/home/yuya:/bin/bash

# date
Tue Aug 15 8:15:00 JST 2007

# cal
August 2007

Su Mo Tu We Th Fr Sa
1 2 3 4

5 6 7 8 910 11
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26 27 28 29 30 31
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# setprofile -r 3 '<kernel> /usr/sbin/sshd /bin/bash’
3 <kernel> /usr/sbin/sshd /bin/bash

3 <kernel> /usr/sbin/sshd /bin/bash /bin/egrep

3 <kernel> /usr/sbin/sshd /bin/bash /usr/bin/id
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# date
Tue Aug 15 8:15:30 JST 2007

# tail /etc/passwd
yuya:x:500:500::/home/yuya:/bin/bash
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# reboot

-bash: /sbin/reboot: Operation not permitted
# cat /etc/shadow

-bash: /bin/cat: Operation not permitted
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# editpolicy

<<< Domain Transition Editor >>> 706 domains '?'" for help
<kernel>

0: 0 <kernel>

1: 0 ~* /etc/rc.d/init.d/acpid

2: 0 /bin/bash

3: 0 /usr/sbin/acpid

4: 0 /bin/touch
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<<< Domain Policy Editor >>> 1 entry '?' for help

<kernel> /usr/sbin/sshd /bin/bash /usr/bin/tail
0: 4 /etc/shadow

/etc/shadow DERIZE RSN TWND 4 (L Linux D/X—I v g U EFRBROT 7 &
AR R LTVET,
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savepolicy

savepolicy A~ R&FEITT5H L, /etc/ccs/domain policy.conf 7 7 A
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# savepolicy

# more /etc/ccs/domain policy.conf
<kernel> /usr/sbin/sshd

use profile O

<kernel> /usr/sbin/sshd /bin/bash
1 /bin/date

1 /bin/more
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