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Overview

This is a demonstration which experiences Remote Attestation, fundamental capability provided
by Trusted Computing Technology, just using CD bootable OS — KNOPPIX. This KNOPPIX
supports Trusted Boot and client software for Remote Attestation., and can be validated by demo
Validation Service on Internet. When the validation success (without any known vulnerability), the

client will be able to use a service (demonstration of vulnerability search service)

Users just download the KNOPPIX OS image and create the bootable CD. After initial setup
procedure is finished, the demo application on the client creates a report which contains software
integrity information on the client and sends it to validation service. The validation service
maintains integrity (white—list) and vulnerability information regarding to this KNOPPIX, and
validates the given report with them. The validation includes integrity and vulnerability checking. In
this demonstration, the server provides integrity and vulnerability search service which only

accessible by the valid client.

Any information, including your test result and trouble, you can provide us will be very helpful and

appreciated. The following mailing—lists are available for such reporting.

Japanese http://lists.sourceforge jp/mailman/listinfo/openpts—jpusers

English  http://lists.sourceforge jp/mailman/listinfo/openpts—users

OS Distributor
(AIST)

Platform
Validation
Authority

QY

Integrity

KNOPPIX 511 Information
Trusted Computing
Geeks V1.0
Validation
grovsesesseseereeneeee . Service
E : Validation Integrity Information

& Vulnerability
Database

Engine

Demo Service
Valid platform only (Vulnerability Info Search Engine)

A4




How To Use OpenPlatformTrustServices with KNOPPIX Trusted Computing Geeks

1. Creation of OS image

KNOPPIX with various TCG functionalities including OpenPlatformTrustServices can be
downloaded from http://unit.aist.go jp/itri/knoppix/.

Supported PCs,

e PC with TPM security chip

e PC has BIOS which support Trusted Boot capability (See the table at Appendix. Platform
Information)

e TPMis not used yet (when MS BitLocker or other software which use TPM are already used,
probably this KNOPPIX cannot use simultaneously).

If you have above—mentioned PC, first, please download the ISO image from the site, and create
the CD. The platform information indicated at Appendix. Platform Information is limited. PC which

is not indicated might be work.

2. Preparation of USB Memory Device

Only two RSA keys, EK and SRK, are saved inside of the TPM, and other keys are managed
outside of the TPM. (The key—data is safe since it is encrypted by SRK), and such a key is
managed by TCG Software Stack (TSS,). Thus, we use USB Memory device to store the key since

it cannot save at CD media.

The KNOPPIX supports UNIONFS which enable seamless write through a RAMDISK or a
filesystem image on USB memory. To achieve the following experiments, the required size of USB

Memory is 128MB. Also fast USB Memory is highly recommended to get the better performance.

3. Setup the PC

The TPM function is disabled at the initial shipment state. Please try to go to BIOS setup menu,
and enable the TPM.

(If you already enabled the TPM, to avoid any troubles, please clear existing TPM ownership if

possible, ref. 3-3.)
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3—1. Enter the BIOS setup menu.

At the boot time press F1 (IBM, Lenovo), F2 (Panasonic) key, then you went to BIOS setup menu.

3-2. Enable the TPM.

Generally, TPM setup menu exist at security menu.

Generally, the menu of a security has a setups of validation of TPM. In reference condition, since it

is cancelled, it comes into effect.

3-3. Clear the TPM Ownership (option).

CAUTION: When TPM is already owned, an initializing of TPM ownership may be needed. In this
case, all the keys created by the TPM before are destroyed. Thus please do not clear the

ownership if you need to use previous configuration.

The way of an initializing of TPM ownership carries out the cold boot (boot from the power OFF

state). Next, please go into the BIOS menu, and clear the TPM ownership.

NOTE: In case pf Panasonic PCs, TPM will be disabled if TPM ownership was cleared. Please go
into the BIOS menu again, and enable the TPM.
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4. KNOPPIX TC Geeks boot and initial setting

Before beginning a demonstration, an acquisition of the TPM ownership and the setup of a user

environment are required.

4-1. Initialize the TPM and setup the demo environment

4-1-1. Boot the CD.

At the Grub screen, Please choose IMA. Then, please wait for a while, and then KNOPPIX desktop

window will be displayed.

4-1-2. Take the TPM ownership

Please start a console and take the TPM ownership as follows:

( N\
$ tpm takeownership

Enter owner password: ***x*xx*x
Confirm password: ****xxx

Enter SRK password:

Confirm password:

CAUTION: For the password of SRK, please just inputs Enter only (it generates SRK without an
authentication). Although it is also possible to take ownership by the GUI tool, TPM Manager, but it
generates a SRK with authentication by well known password. This is not compatible. Therefore,

please use a tpm_takeownership command.
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4-1-2. Setup of a demonstration environment

Please execute the following commands from a console to create icon on desktop and start admin
GUI tool.

$ cd /opt/OpenPlatformTrustServices/tcdemo
$ make setup-desktop

$ sudo make start-client-admin-gcj

e Platform Information Tab
o Shows current PC information. Machine info obtains from SMBIOS data. PCR values,
Eventlog measured by BIOS and Bootloader.

o Press the “Refresh Platform Information” button to update the data

| £ Platform Trust Service — Glient (Debug) g@
File Tool Help
|T Platform Information rHEference Manifests r Identity Setup |/ Serice Setup |
Platform Yendor |Matsushita Electric Industrial Cao., Ltd. | BIOS Yersion |\,.f1_|j|:||_1 0 |
Platform Mame  |CF-wW7BWHAJS | BIOS Date |2007/09/28 |
PCRH Value
Index Digestihex) sage
1] acs50f268801587a5%9eac5Talb04 84966 cdeccedl 4 CRETWM, POST BIOS, and ... | =~
1 122c06902ch7fef21a3e0708c114a3Mc414b7hd Host Platform Configurat..| =
2 A98637dbdY94d00e2334d9aa%9cac3hefMife2ad 13 Cption ROM Code —
3 3a3Ta0M 1a4b49969fcaal0cd6e 3987 c33b2 2745 Option ROM Configurati. .
4 dadd26fcBef403d5c1 665 35f65aa417158chac21 IPL
5 GhEB8Td3calclBYh27774c38edabe3e1598ehecch IPL Configuration and D... N
] 43dcBYTOETEIS89ah FEdhS4fcf9B5Yd T 726044 State Transition -
Event Log
PCR Index Digestihex) Mame
1] dac03d111dded4c9hb9dEhEbt cB55bEdbes Obb0 EV_S_CRTM_VERSION]. |~
1] haacheades29h280a2702ah8b] haf9lc835a513 EV_POST_CODE |=|
i ed4ff1he338185bc 94701 2e9828hhBce 404994 BY_POST_CODE
1] 22d138288127495001d 31 dacydiamdy 36747630 EY_FOST_CODE
1] fdh581 dhyefd0l hdb241e81 9651 BeIecdd11c99f EV_FPOST_CODE
1] d85221a%ac161ccadd33cer 2h7d39d827h 2l EV_POST_CODE |
i fOf 2GR FfEcEb AR 3287088 f33cehahe 418 BY_POST_CODE -
Refresh Platform Information
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o Reference Manifest Tab

o Update Platform Manifest and Runtime Manifest

= Press Create/Update button to update the manifest. we need to update both

Platform and Runtime manifest. When update was succeed, the UUID will be

changed. Some time update is failed due to the bug in GCJ runtime, in such case.

Please try again. (mandatory operation)

= Dialog will be displayed, please press OK button.

= Note: To see the manifest (XML), press the “View” button, then firefox is

starting up and display the manifest.

=

|£| Platform Trust Service — Glient (Debug)

=X

File Tool Help
|/ Platform Information |TReferen[:e Manifests r Identity Setup r Semice Setup

Platform Manifest

Status |Ver5innEluiId FriSep 28 13:00:00 J5T 2007

UUID  |528806d4-0002-4ef-h2ee-9acEid 3chda

Platform Validation Authority | | - |
Create/Update Submit Validate View
Runtime Manifest ® Knopppix
Status  versionBuild : Fri Dec 14 04:01:17 JST 2007 |
UUID  |42862306-8703-41d9-h0f2-0b220060:843 |
Platform Validation Authority | | - |
Create/Update Submit Validate View
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e Identity Setup Tab
o Create the user’ s attestation key and setup the user environment

= CAUTION: Don’t use the Invoke TPM Manager button to take TPM ownership,
sorry.

* Press the”Create Key for Quote” button, it create the key for attestation. The
dialog for password enters will popup, please set user password. (mandatory
operation)

* Press “Setup local settings for User” button, it create the environment for
KNOPPIX User (mandatory operation)

|£| Platform Trust Service — Glient (Debug) g@

File Tool Help
|/ Platform Information rReferen[:e Manifests r Identity Setup r Semice Setup

Take Ownership

Invoke TPM Manager

Create Key and Setup for user

Key Filename ke blah

i® Update

Create Key for Quote (Attestation)

User knoppix

Setup local settings for User

e Service Setup Tab
o Don't touch this tab. Not work at this time. sorry.

With that, the setup of a demonstration environment is completed.
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4-2. Other settings

Hereafter, the following settings might be convenient for you

4-2-1. Keyboard Settings

Since a standard is an English keyboard, for other languages

e Crick the national flag on right side of menu bar.
o Configure
= Layout Tab
= Available Layout, select the language and press Add button
= Select Keyboard model
= Xkb Option tab

= you can change the CTRL location etc

4-2-2. Desktop background image

It is easy to confirm the UNIONFS operation with the desktop’s background image. Since
sometime the mount of UNIONFS was fail...

e Left crick the mouse on Desktop
o Configure Desktop

= Select your favorite image

10
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9. Demonstration

First, the demonstration of remote attestation (this will fail due to the obsolete package), and the

updating the KNOPPIX are explained

5—1. Validation failure & Update vulnerable app

5-1-1. First Remote Attestation (it fails)

Please click TCDEMO_UserTool icon on the desktop or use the following command-line to start up
the GUI User Tool.

$ /opt/OpenPlatformTrustServices/bin/pts-cu-swing

e Press “Validate Platform and Start Service” button .
o The password input dialogue of signature key pops up, please enter your password.

o Wait for several seconds, then “Security Info” becomes red and the problem of

iceweasel (firefox) is pointed out.

" Service Management Tool (with Platform Integrity Check)
Fie Help
[ Start Service |

Username |knoppix ‘

Select Service \ Platform Validation Authority - Listing packages - |

T 1
| Validate Platform and Start Service| ‘
L

Security Info

K Desktop Environment

O_
— g T = B &8 Shel - Konsole X Service Management Tool (srit =
od O 4 A @ Al
j \9> @ = /“Ttl 5| Shell - TCDEMO_LserTanl B K5napshot ml.b.h.\ CQ a‘;wf g

11
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5—1-2. Update the vulnerable package

Let’ s update the iceweasel to the new version (is available on CD) by the following commands.

$ cd /cdrom/KNOPPIX/updates
$ sudo dpkg -i iceweasel 2.0.0.10-0etchl i386.deb
<snip>

NOTE: This new version will become obsolete when new vulnerability was found.

5—-1-3. Save changes to USB memory

Let’ s save the image file of UNIONFS which made the above change to USB memory. The
changes are preserved if booting the KNOPPIX with this USB memory.,

e KNOPPIX (penguin icon on menu bar)
o Configure
= Create a persistent KNOPPIX disk image
e “Create persistent KNOPPIX home directory” dialogue is popup.
o Yes
o Select USB memory device (e.g. /dev/sdb1).
o No (an AES encryption is not chosen)
o 100 (the image size, 100MB or more)
o O.K. (completion)

5-1-4. Restart

Even update the packages, If the existence of vulnerable component has been recorded, the
validation server returns the result, INVALID. Please reboot once, then all the software may be

recorded in the new status.

12
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5-2. Validation success & Demo Services

When validation successes, the account information for accessing demo service is sent from
validation server. Then, Iceweasel (Firefox) starts and it connects with the demo service. In demo
service, you will be able to search the package and hash values included in the KNOPPIX, and also

vulnerability information.

5—2-1. Startup

e IMA is chosen on the Grub menu.
e “KNOPPIX-CONFIGURATION” dialog (for mounting UNIONFS image onUSB memory)
o O.K. (Default) is chosen.

5—2-2. Validation success

Like section 5—1-1, TCDEMO_UserTool of desktop is clicked and the GUI tool is started. Press
the button, and enter the password., and wait for several seconds. Then ,the tool become in green

shortly and iceweasel (firefox) will start.

e Verification dialogue of a SSL certificate (CN 124.32.19.56) popup, select “Accept”
o Verification dialogue of Login as Guest, select OK

e Security Warning dialog, select O.K.

It is possible to come out and to use the retrieval service of Platform Validation Authority.

13
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Service Management Tool (with
Fle Help

| Start Service

FRlatform Integrity, Check)

o
-

Packages for User: index - Iceweasel

Username (knoppix File Edit wiew History Bookmarks Tools Help

Select Service | Platform Validal = - @ ﬁ ||__| https:j124.32.19.56/knoppix/package_user =

] cD-Inhaltsverzeichnis [| KNOPPIX - Webseite

o] i

Validate

Top

Platform Validation Authority - Listing packages

Marne: I Search I

Security Info

bl k I Unclear pack I
Hame Version Arch | Vendor |Build Summary Vulnerabili

rebuildfstab-knoppizx-ia o.1-11 all Unknowe |0 Fized rebuildfstab for Japanese il
knoppis-swm 052 386 | Unknown | O Start kpackage as root nia
kde-menu-knopgpix 056 386 | Unknown | O KDE Menu restructuring for KNOPPIA nia

The RPC portmapper Portrap is 2 server that converts RPC {Remote

: 3 Frocedure Cally program numbers into DARPA protocol port nurbers, It

partragp 5-24 i386 | Dehian 1] E 3 ¢ nfa

must be running in order to make RPC calls. . Services that use RPC include

MFS and MI5.

p ) inetd.conf updater This package provides a program used by other packages
upclate-inetd 4.27-0.2 all Drebian u] s nfa
to automatically update fetcinetd cont.

=en-kKnoppix-core 3.1.0-1 386 || Unknown | O Hen for KMOPPIX A
knoppis-certificates 052 386 | Unknown | O CA certificates for mozilla+kongueror for KNOPP1S nfa
knoppix-bookmarks 052 386 | Unknown | O Bookmark file templates for KMOPP1E

I L ;| el Sim = L] o 2 o Shell - Konsole XService Management E KSnapshot =
BoeydHAmpna B .. s O
. el s > 3 4 U,: Shell - TCOEMO_L's- ¥4 Packages for User:

C oioans

In fact, the color of the desktop icon of Iceweasel (Firefox) has changed to blue from green after
rebooting the KNOPPIX. In the Remote Attestation using the technology of TCG, the integrity of
software is recorded in the form of the hash value — and the record is protected by the TPM chip.

Therefore, the validation is possible even if the icon (and software) was modified artfully.

5—2-3. Demo service

It is possible to search hash value or vulnerability information included in the KNOPPIX.

For example, Search package name, “iceweasel”’, then the result shows the version 2.0.0.1
contains the vulnerability pointed out by DSA-1424.

14
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6. Known problems and Trouble shootings

Since this demonstration is still imperfect, there are the following problems. If you have any

trouble please let us know and thank you for your help.

6—1. Known problems

6—1-1. Incompatible TakeOwnership with TPM Manager

Please use tpm_takeownership command to take your TPM ownership. Since the handling of the
SRK authentication is different between tpm—tools V1.2.5.1 and TPM Manager VO0.4.

6—2. Trouble shootings

6—2-1. KNOPPIX does not boot — GRUB.

There may be a problem in a BIOS TCG support. If BIOS update is available, please try with the
latest BIOS.

6—2-2. KNOPPIX does not boot — OS.

The problem of the BIOS TCG functionality and the TPM driver of Linux Kernel can be considered.
Moreover, KNOPPIX (kernel 2.6.19) may be unable to boot with the newest PC model. A kernel
boot option may help for such problems. For more detail about kernel option, please refer the

following sites:

http://www.knoppix.net/wiki/Cheat_Codes (English)
http://www.kernel.org/pub/dist/knoppix/KNOPPIX-FAQ-EN.txt (English)
http://www.alpha.co.jp/biz/products/knoppix/faq/starting.shtml (Japanese)

15
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6—2-3. User tool does not start.

When the following errors appear in a console, the setups of the user environment has not been
performed correctly. Does a directory /home/knoppix/.pts exist? When it does not exist

Please refer to section 4-1-3.

s N

Exception from Config
java.lang.Exception: Need to create /home/knoppix/.pts?
set --new flag, and try again

at tcdemo.Config.<init> (pts-cu-swing)

16



How To Use OpenPlatformTrustServices with KNOPPIX Trusted Computing Geeks

Appendix. Platform Information

For the latest info, please refer to http://sourceforge. jp/projects/openpts/wiki/Platforminfo.

Vendor Type P/N BIOS Version BIOS Date TPM HDD USB CcD Comments
Boot Boot Boot
IBM Thinkpad 2672CBJ | 1QET78WW 11/18/2004 | Atmel OK(3) NG(1)
X31 (2.15) viib
IBM Thinkpad 2373J8J | 1RETDNWW 10/13/2005 | Atmel OK(3) NG(1)
T42 (3.19) viib
DELL OptiPlex OptiPlex | AO7 03/31/2006 | ST Micro | ? NG(7) | NG(6)
GX620 GX620 v1.22
IBM Thinkpad 2668720 | 1YET65WW 08/21/2006 NG(2,3) NG(1,2)
T43 (1.29)
Lenovo Thinkpad 20076EJ T9ETCOWW 12/22/2006 Atmel OK(3) NG(1) Pls. update the
T60 (2.09) vi2 BIOS
Lenovo Thinkpad 8741UMJ TIET23WW 12/27/2006 Atmel OK(3) NG(1) Pls. update the
T60p (1.04) vi2 BIOS
Panasonic Y7 CF-Y7AW | V1.00L11 04/11/2007 Infineon OK OK? OK
DAJS vi2
IBM Thinkpad 2373J8J | 1RETDRWW 06/18/2007 | Atmel OK@3) | NG? NG(1)
T42 (3.23) viib
Fujitsu Lifebook CP32730 V1.09 06/21/2007 Infineon OK? OK? OK? (8), AMD SKINIT
$2210 1 vi2
DELL OptiPlex 755 | OptiPlex | AO1 08/10/2007 2 NG() | (9)
755
HP dc7800p GC760AV | 786F1v01.04 | 08/27/2007 NG(4) NG(6)
Lenovo Thinkpad 20076EJ | 79ETDIWW 09/19/2007 | Atmel OK(3) | OK 0K
T60 (2.19) vi2
Lenovo Thinkpad 8741JMJ | TIET31WW 09/19/2007 | Atmel OK(3) | OK oK
T60p (1.12) vi2
Panasonic W7 CF-W7B | V1.00L10 09/28/2007 | Infineon OK? OK? 0K
WHAJS vi2
Notes)
1. TCGBIOS do wrong measurement of CD Boot Image
2. TCGBIOS can't use PCR #>7
3. Measure 446 bytes of MBR
4. Some trouble around TGCBIOS Int 1Ah Call (but MS BitLocker(R) may work)
5. Do not measure El Torito Boot Image
6. Knoppixd11, Boot Fail
7. No TCGBIOS?
8. Linux 2.6.19, TPM driver is not work
9. Use kernel option, xmodule=vesa screen=1024x768, to boot the KNOPPIX.
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